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Introduction

The Blue Prism API provides a common interface for components such as Blue Prism Hub to connect
with the Blue Prism database. It also provides a series of predefined capabilities that can be used by
custom solutions to interact with Blue Prism programmatically using a RESTful API, such as:

® Access to monitoring data such as sessions, work queues, and schedule information.
® Schedule management control.

* Adding items to Blue Prism work queues ready for processing by your digital workforce.

Intended audience

This guide is aimed at IT professionals with experience in configuring and managing networks, servers,
and databases. The installation process requires familiarity with installing and configuring web servers
and databases.

Typical deployment

The Blue Prism APl must be installed to use the browser-based Control Room plugin, available in Blue
Prism Hub 4.3 and later.

The API must be installed on an lIS enabled server which should have a low latency connection to the
Blue Prism database.

Only one instance of the Blue Prism API can be installed and hosted on the same server.

g It is recommended that the Blue Prism APl is installed on its own server. Whilst is is possible for it
co-exist with other Blue Prism server components where IIS is enabled, this will increase the
surface area of the device, and is therefore not recommended in production environments.

Blue Prism Authentication

Interactive Client Server Elle fuel sl

Blue Prism
Application Blue Prism API
Server

Blue Prism
Hub
database

Blue Prism
database
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Blue Prism API prerequisites

Minimum hardware requirements

See Blue Prism software and hardware requirements for details of the minimum requirements for the
web server onto which the Blue Prism API will be installed.

Web server IIS configuration

The following configuration must be applied to the web server that will host the API. This can be
configured using the provided PowerShell script.

g, It is recommended that the Blue Prism APl is installed on its own server. Whilst is is possible for it
co-exist with other Blue Prism server components where IIS is enabled, this will increase the
surface area of the device, and is therefore not recommended in production environments.

Scripted configuration

To configure the web server via a script, run the following command using the PowerShell command
prompt:

Install-WindowsFeature -name Web-Server, Web-Windows-Auth -IncludeManagementTools

Configure SSL certificates

An SSL certificate will be required on the device(s) where the Blue Prism APl will be installed. It will be
used to secure the site that is created. The certificate must be present on the machine that hosts the API.
Depending on your infrastructure and IT organization security requirements this could be an internally
created SSL certificate or a purchased certificate to protect the website. See Generate a self-signed SSL
certificate for information on generating a self-signed certificate.

Enable Authentication Server

To enable authentication against the API, your Blue Prism environment must be configured to use
Authentication Server, and Authentication Server must be enabled in the Blue Prism interactive client.

® Authentication Server must be installed using the Blue Prism Hub installer (version 4.7 and later),
see the Hub installation guide.

® For information on how to configure your Blue Prism environment to use Authentication Server,
see the Authentication Server configuration guide.

® The authentication configuration described in this guide is only required when interacting with the
Blue Prism API outside of Blue Prism Hub. When using the API to interact with the data thatis
used in the browser-based Control Room in Hub via the API directly, user authentication is handled
by the service account that has access to the Authentication Server API.
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Blue Prism API installation or upgrade

g If you are upgrading from an earlier version of the Blue Prism API, perform the installation actions as
described in this section. The previous version of the Blue Prism API does not need to be removed
prior to upgrade.

1. Download the Blue Prism API from the Blue Prism Portal.

‘g The API version must be the same version as the Blue Prism deployment you have installed.

Double-click the MSI to start installation.
On the Welcome screen, select the language from the drop-down and click Next to continue.

The installer is available in English (United States), German, French, Spanish (Latin America),
Simplified Chinese, and Japanese.

E} Blue Prism API Setup - X

Welcome to the Blue Prism AP Setup
Wizard

|English (United States) v

The Setup Wizard will install Blue Prism APl on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.

Back [ Nex | | canced |

4. Read the End-User License Agreement and if you agree to the terms, select the check box and click
Next to continue.

E} Blue Prism API Setup - X
End-User License Agreement @
Please read the Blue Prism AP| License Agreement b I uep r | S m
APl Terms of Use o

VWe (Blue Prism Software, Inc. if you are in the Americas or Blue Prism Limited if you are in
any other jurizdiction) provide the APls to you subject to theze APl Terms of Use (the
“Terms~). By accessing or using the APls you agree to be bound by these Terms. If you
are accepting these Terms on behalf of a company or other entity, you represent and
warrant that you have the authority to bind that entity to these Terms. If you do not have
such authority, or if you do not agree to these Terms, you may not use the APls.

1. APl License.

1.1. Subject to theze Terms, we grant you a limited, non-exclugive, non- s

| accept the terms in the License Agreement

Pit || Back || Nex | | Cancel
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5. Specify the destination folder for the installation. The default location is C:\Program Files(x86)\Blue
Prism Limited\Blue Prism API, but you can choose another location using the Change button. Click

Next to continue.

» Blue Prism AP| Setup - X

Destination Folder .
blueprism

Click Next to install to the default folder or click Change to
choose another.

Install Blue Prism APlto:

|C:\ngram Files {x86)"Blue Prism Limited"Blue Prism AP|

Cancel

[ Back || MNex

6. On the lIS Setup screen, enter the name under which you would like the API to be hosted, update
the port number if required (default port number is 443), and select the certificate from the SSL

Certificate drop-down list. Click Next to continue.

B} Blue Prism AP Setup — *
s Setup -
blueprism
Site name  Blue Prism API
Host name |bpapi.loml |
S5l Certificate PAPT |
Back || Next | | Cancel
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7. On the Configure SQL connection screen, select your authentication mode for the account that the
API will use to connect to the Blue Prism database:

* For Windows Authentication (default), this is the account of the IIS application pool
associated with the site.

® For SQL Authentication, enter the username and password.

Enter the name of your Blue Prism database and click Next to continue.

g The minimum SQL permissions must be granted to the user that will connect to the Blue
Prism database in order for the API to function correctly.

Ep Blue Prism AP| Setup — X
Configure SQL connection .
Please enter details for a SQL server instance b I u e p rl S m
Please select SQL Server |BPEU5?3 - | | Refresh |

Authentication Mode
(® Trusted (Windows Authentication)
(O) Spedfy Username and Password (SQL Authentication)

Username

Password

Database name  |BluePrism

If required, you can amend these details by rerunning the APl installer and clicking Change in the
installation wizard.

) Blue Prism AP| Setup - X
Change. repair. or remove installation .

Select the operation you wish to perform. b I Uepﬂsm
|Engiish (United States) |

Lets you change the way features are installed.

Repairs emors in the most recent installation by fixing missing and comupt files, shorteuts, and
registry entries.

Removes Blue Prism AP from your computer.
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8. Once the wizard has completed the installation, click Finish to exit the installer.

If the installation has failed, you need to exit the installer and run the installation wizard again. You
can also click View Log to check the installation errors.

@ Blue Prism API Setup — s

Completed the Blue Prism APl Setup Wizard

Click the Finish button to exit the Setup Wizard.
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API configuration

Mandatory configuration

Configure DNS record

Once the Blue Prism API has been installed, a DNS record needs to be configured to map the APl URL to
the relevant IP address.

For more details on how to do this, see DNS resolution and Blue Prism network connectivity.

Configure IIS application pool for Windows Authentication access to database

If the account used by the APl to communicate with the Blue Prism database uses Windows
Authentication, the Blue Prism API application pool in IS will need to be updated to run as a user with
appropriate access to the Blue Prism database. Follow the steps below when using Windows
Authentication for the database connection:

1. Launch the Internet Information Services Manager from the Windows Start menu.

2. Inthe Connections panel, expand the Application Pools node and select Blue Prism API.
3. Onthe Application Pools page, select Advanced Settings.
4

In the Advanced Settings dialog, expand Process Model and click the ellipsis (...) next to
Application Pool Identity.

WY Internet Information Services (IS Manager

- [m] X
< 2} v BPEUSGY » Application Pools “ @

File View Help

Connections @ Annlication Poal Actions

ication Pools
£l ﬂ pp & Add Application Pool..,
~ 95 BPEUSES

This page lets you wiew and manage the st of spplication posls an the server. Application pocls are assacisted with worker processes, contain ane or mare SetApplication FociEEEEEE
-~} Application Pacls applications, and provide isolation among differert applications.

v @) Sites Application Paol Tasks

5 @ Blue Prism AP| Filker: » % Go - (G Show Il | Group by No Grouping L S
» @ Defaule ek Sce Hame Status  METCLRV.. Managed Pipel.. Identity Applications ; zt::dg
1 NETw2.0 Started w20 Integrated BpplicationPaalld.. 0 e
[ NETV20Classic Starked 2.0 Classic ApplicationPoolld.. 0 Edit Application Pool
L NETvAS Started w0 Integrated ApplicationPoslld.. 0 LR SLTo
5} NETwAS Classic  Started w40 Classic ApplicationPaolld.. 0 Ceyling..
(JBlue Prism APl Started  wA0 Integrated SpplicationPoolid.. 1 Advanced Settings...
Rename
%C‘ Advanced Settings 7 X B
& K Rernove
v (General) ) View Applications
NETCLR Version ¥4 @ Hep
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Blue Prism 4p1
Queue Length 1000
Start Mode OnBermand
v CPU
Lirnit (percent) 0
Limit Action Nadction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4250067295

Processor Affinity Mask (64-bit option) 4204067205
Process Model

v o<

Generate Process Model Event Log Entry

Identity ApplicationPoalldentity

Idle Time-out (minutes) 0

Idle Time-out Action Terrminate v
Name

[name] The spplication poal name is the unique identifier far the spplication paal,

——

Ready

‘iﬂ

5. Inthe Application Pool Identity dialog, select the Custom account option and click Set....
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6. Inthe Set Credentials dialog, enter the Windows login credentials of a user who has access to the
Blue Prism database and click OK.

g The database user required to connect to the Blue Prism database must have db_datareader
and db_datawriter permissions.
& Internet Infarmation Services (15 Manager
& = [2» BPEUSES » Application Pools
Fie  View Help
Connections Py licati | Actions
[Lal 3 Application Pools & add Applicstion Paol
¥ BPEUSED This page lets you view and manage the list of application pools an the server, Application pools are associated with worker processes, contain one or more Set Application PSSR
H %?sp“““ﬂ" Pools applications, and provide isolation amaong different applications. Application Pool Tasks
8] Sites
+ D Blue Prism AP Filter: -« v Go - G Show Al | Group by: Mo Grouping - : =
: st
> @ Default Web Site Name Stotus  NETCLRW.. Managed Fipel.. Identity Applications 2 R:;EIE
) NETv2.0 Stated 420 Integrated applicstionPoald., 0 p———
[} NETv2.0Classic  Started w20 Classic ApplicationPoolid., 0 = it Application Fool
[ NETwAS Started w40 Integrated ApplicationPoalld.. 0 Bl
[} METw45 Classic  Started w40 Classic ApplicationPaal 0 a7l
L JBluePrism APl Started  wAD Integrated ApplicationPoolid., 1 e Sefiinngs.
el Renarme
? .
Bod Hovaneed Sings x 7 P
v (General) ~ iew fpplications
HET CLR Version va0 ® e
— . True
Applicstion Pool [dentity ? x Integrated
Blue Prisrm API
() Built-in account: 1000
ApplicationPaoldentity v OnDermsnd
@® Custorn sccount; 0
= Noadetion
5
Set Credentials ? X False
134967295
Wmoms 4204567285
L & S—————
Password: ApplicationPoolidentity
[ | Ufiminutes) 20
Confirm password: pction Terminate e
‘ | narme, password] Configures the application paol to run as built-in account, e Application Paol dentity
etwiork Service, Local System, Local Service, or 35 & specific user idertity
o
B
~ Festures View | (5 Content Wiew
Beai C=%
7. Inthe Connections panel, expand the Sites node and select Blue Prism API.
8. Inthe Actions panel under Manage Website, click Restart.
Intermet Infarmation Services (151 Manager - o x
3
& @ v BPETE b Sites » BluePrism APl » & = @
View  Help
Connections ) Actions
# 0 Blue Prism APl Home "
B Explare
~ 83 BPELISEY B Edit Permissions...
2 tphcaton Podl Filter: v o~ GhShow Al | Group by Area - 28 e
v 18] Sites ASP.NET ~ o -
> B Blue Prism 4P| @ & r‘| 13 _ } w indings..
» & Default WWeb Site 2 4 rfgl 52 /4 [E L ab) ) Bosic Settings.. |
ET NET  METEwor  MET  METPwofle METRoles .METTust METUsers Applicstion Connection Machine Key View Applications
Buthorizst, Compilstion  Pages  Globalizstion Levels Settings  Strings

Wiew Virtual Directories

A —_—
R & T

Pagesand  Providers  Session State SMTP E-mail ‘& Restart
Controls b Start
Iis o || ostep
N - o Browse Website
.. .
S& ‘@ (] & a E‘ = & ) Brows BREUSES on 412123
Authertic.. Compression  Default  Directory  ErorPages  Handler HTTP  ISAPIFilters  Logging  MIME Types  Madules (i)

ocument  Browsing Mappings  Respon Advanced Settings..

#@ = & Configure

Limits...
Output  Request  SSL Settings
Caching__Filtering HSTS...
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Once an SSL certificate has been generated and associated with the Blue Prism API, the API needs to be
able to read the private keys.

To do this:

1. From the Windows Start menu on your web server, launch Manage computer certificates.

2. Navigate to Personal > Certificates and locate the Blue Prism API certificate.

3. Right-click the certificate and select All Tasks > Manage Private Keys.

4.,

| Test Roots

ﬁ certlm - [Certificates - Local Computer'\Personal\Certificates] - m} X
File Action View Help
e 2@ 4 L XKEB2IB@
(Gl Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes  Friendly Name
~ 0O P_e"g”a:r 7;11857c5¢d-2aB5-4907-a292-d490... 39a68ba3-FieS-4eld-bcd8-bd6770... 22/01/2121 <All> <None>
- ;—-‘ ;:R'“E ieation Authort %3] 3facOedb-2728-4eTc-ae2c-39a0..,  39a68ba3-Fe5-4eld-bcdB-bd6TT0..  28/06/2120 <All> <None>
= E'n“t; n;:;us: cation Authorties 221 7a0fbf2e-0c15-41c1-ade1-0664c... 39ab60bad-f4e5-4e0d-bcdB-bd6770... 12/07/2118 <All> Test certificate
= Interr:ediate Certification Authorities EWWEQT-?SN-%EC-QW-ESE(L. 39a68bad-f4e5-4e04-bcdd-bd6770...  15/06/2120 <All> <None>
[ Trusted Publishers Eaudi‘t.loca\ audit.local 20/04/2031 Client Authenticati.. ~ MySiteCertAudi)
= - authentication.local authentication.local 20/04/2031 Client Authenticati.. ~ MySiteCertAuth
] Untrusted Certificates
(| Third-Party Root Certification Authorities E BluePrism BluePrismCA 30/05/2020 Time Stamping <None>
[ Trusted People E BluePrismCloud_Data_Protection BluePrismCloud_Data_Protection 15/03/2031 Server Authenticati... BluePrismClouc
] Client Authentication Issuers E BluePrismCloud_IMS_IWT BluePrismCloud_IMS_IWT 15/03/2031 Server Authenticati...  BluePrismClouc]
| Preview Build Roots ﬁ BluePrismTest 31/01/2021 Time Stamping <MNone>

BluePrismTestCA

ycal

17/03/2031 Client Authenti

<None>

» Open All>

lient Authenticati...  MySiteCertEmai

EequetiehizcalewibilBwler lient Authenticati.. MySiteCertFile
Renew Certificate with New Key... lient Authenticati... MySiteCertHub
M [ I?Ent Au‘thent?cat?... inter.actREmota
. lient Authenticati.. MySiteCertlicer
Advanced Operations ” Dlient Authenticati... MySiteCertNoti
Export... lient Authenticati...  MySiteCertSigni

VWY Y Y WY Y Y Y WYY Y Y Y Y Y Y Y Y Y Y Y Y

7| AAD Token Issuer 2:1BPC_SOL_CER] Op=sl
[ Other People 1 dD0B78Ta-1ead All Tasks
] Awvast Mail Scanner Trusted @'ﬂemail‘local
| &5IM Certification Autherities @ifna\ocﬂ Cut
,_‘_‘_| Homegroup Machine Certificates @-a hub.local Copy
g :C-Doct;r, Il:t(' ﬁinteradREmot( Delete
emote Desktop .

,_‘_‘:l Certificate Enrolment Requests %::;?::::hm Properties
| Smart Card Trusted Roots

- i i Es\gnalr.\ocal Help
|| Trusted Packaged App Installation Authorities
[ Trusted Devices
| Web Hosting
] Windows Live ID Token Issuer
| WindowsServerlpdateServices

<

View or change the access security settings for the certificate's private keys.

In the Permissions dialog, click Add.

Commercial in Confidence

Page 12 of 26



Blue Prism 7.3 | Blue Prism API Install Guide

‘ b|uepI’I8m API configuration

5. Inthe Select Users or Groups dialog, enter IS AppPool\AppPoolName where AppPoolName is the
name of your Blue Prism API application pool, for example IS AppPool\Blue Prism API (unless
changed after the initial install of the API). Click Check Names, and then OK.

certlm - [Certificates - Local Computer\Personal\Certificates] — O x
&= p

File Action View Help

e nm e XE2 HE

[l Certificates - Local Computer lssued To . Issued By Expiration Date  Intended Purposes Friendly Name
~ 3@ Personal 1857¢5fd-eal5-4907-2202-d490... 39a6Bbad-fie5-del >
Certifi . X . .
. ? ste:ﬂlca:i estion Authort @'ﬂ3facQE‘)b-ETEB-AE?(-anc-S‘)aO.‘. 20a68bad-fde5-del Permissions for MySiteCertAP| private keys * A
’ = E'“t = °;’ ; catton AuthortiEs 2517a91bf2e-0c15-41c1-adel-0664c... 3%a68bad-fdeS-del g rtificate
> nterpnse Iru
+ 17 Intermediste Certification Authorities 7.100410807-7581-466c-0644-a5¢d... 39a68ba3-fde5-del o or user e >
o | Trusted Publishers Eaudi‘t‘local audit.local P WCertAudil)
5 [ Untrusted Certificates Eau‘thent\cation.local authentication.loc ﬁg;s?;-OROWNER WCertAuth)
- 2 = = M
> [] Third-Party Reot Certification Authorities krators (BPELD34"\Administrators) -
y [7] Trusted People Select Users or Groups X ismClouc|
> ,_:l Clier.n: Authentication |ssuers Select this object type: 'ijIOUC
> g _T_r::::w tBL”Id Roots ‘UEE'S, Groups or Builtin security principals | | Object Types... | \CertAPl
> est Roots E
5[] AAD Token lssuer From this location CREATOR OL_CERTI
» [ Other People R || Locations.. | [* Alow Derny >
5 |71 Awast Mail Scanner Trusted _ 0O sWCertEmail}|
5 71 eSIM Certification Authorities LT lDa TR i CE FRH S n s O O :CertFile
> 7] Homegroup Machine Certificates IS AppPocl\Blue Prism API Check Names Bressions iCertHub
> ._:l PC-Doctor, Inc. tRemote
y g E{:emi:te De;kto:} . \Certlicer
> ertificate Enrolment Requests .
- Advanced... iCertNotil |
> [ ] Smart Card Trusted Roots v emissions or advanced settings, \CertSign
» [] Trusted Packaged App Installation Authorities = - JE———Ced. ?
5[] Trusted Devices
> 7] Web Hosting
> 2] Windows Live ID Token Issuer OK ‘ ‘ Cancel | | Apply ‘
y B WindowsServerUpdateServices
< 3

6. Inthe Permissions dialog, select the Allow option for Read, and click Apply.

Permissions for MySiteCert&P| private keys X

Security

GI’OL.ID ar user names:

£2 Blue Prism AP

S8 CREATOR OWNER

S8 SYSTEM

82 Administrators (BPELI034\Administrators)

Pemmissions for Blue Prism API

Full control
Read
Special permissions

For special pemmissions or advanced settings, anced
click Advanced. el

[ ok ]| cace || sy |

The APl is now configured to read the private keys.
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Enable authentication against the API

To interact with the Blue Prism API directly, at least one service account with permission to the Blue
Prism APl must be created in Blue Prism Hub to store the client ID and secret that users must provide to
Authentication Server in order to authenticate their requests. Should users require different levels of
permissions for interactions with the API, separate service accounts should be created to which the
appropriate level of permission can be assigned.

The diagram below illustrates the authentication flow between Authentication Server and the Blue Prism
API:

1) Service account credentials

-
v

2) Access token

Authentication Server

4) Public key to validate the access token

J

L]
3) APl request with the access token
/> —

Third-party application Blue Prism API

v
-
.

£, To enable authentication against the Blue Prism API, Authentication Server must be installed via the
Blue Prism Hub installer (version 4.6 and later), as well as configured and enabled in your Blue
Prism environment. The configuration below is only required when interacting with the Blue Prism
APl outside of the Control Room plugin in Hub. When using the API to interact with the data that is
used in the browser-based Control Room in Hub via the API directly, user authentication is handled
by the service account that has access to the Authentication Server API. For more details, see
Authentication Server.

The steps below must be completed for each service account that you want to create:

1. In Blue Prism Hub, click your profile icon to open the Settings screen, and under User Management
click Service accounts.
2. On the Service Accounts screen, click Add account.

3. Enter an ID for the client application and a name for the client in the Authentication Server
database. Make a note of the client ID for later.
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4. Under Permissions, select Blue Prism API.

Settings > Service accounts » Add a service account

Add a service account

ID*

Client 1D which uniquely identifies the client application to the identity provider.

Service Account_BPAPI

Name *

Client name in the Authentication Server database.

Blue Prism API User

Permissions

The API(s) to which the client has access.

Blue Prism API

D Authentication Server API

Create service account

5. Click Create service account.

The Add a service account screen displays with a generated secret.

Add a service account

Your service account has been successfully created. The secret for this service
account displays below.

Secret

You can copy the secret to your clipboard using the Copy to Clipboard icon.

D Show secret

0K

6. Click the Copy to Clipboard icon to copy the generated secret to your clipboard. This, together with
the client ID, will be used by the system used to interact with the API (for example, Swagger or
Postman) to make authentication requests to the Authentication Server API.

The Authentication Server APl URL that issues authentication tokens for use with the APl is:

https://<authenticationserverhostname>/connect/token, for example
https://authentication.local/connect/token
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7. Inthe Blue Prism interactive client, navigate to System > Security - Users.

g, In order for users created in Hub to be synchronized and displayed in your Blue Prism
environment, at least one application server in the environment needs to be configured to
connect to Authentication Server and be running. For more details, see Authentication Server.

8. Select Users and then select Synchronize users with Authentication Server from the burger menu
options.

The service account now displays in the user list.

9. Double-click the service account to assign it the roles and permissions required for the actions the
connecting user should be able to achieve via the available API.

A service account's role and permissions can be set up and applied as with any other Blue Prism
user account.

10. Navigate to the Authentication Server install directory on the web server that is hosting
Authentication Server (for example, C:\Program Files (x86)\Blue Prism\Authentication Server) and
open the appsettings.json file.

11. Inthe AllowedOrigins section of the file, add the URL of your Blue Prism APl install, for example
https://BluePrismAPl.local, and save your changes.

g, This step is only required if you are exposing the Blue Prism API externally, either to testin
Swagger, or for any other external interface, such as a custom third-party application.

1 "CEDJEMLKaJCOWlZAtmEEXgMEYCLpLYhEuMkI WX T _UX2 F2L02KbaQMimr yRORARC-UwREAH Fugee TZYAT 6J£47 SRAMT U2VESVTNelVRpQSE_X. ZvJTq W
3 "CIDJEMLKaJCOwLZ YCVEC_: IDP1bXbq_YebPmzhFYiUG_e0iKEbsRbkLEK4XNUTUC-BSJxMOeIgVETSW4WE2028ph110n: ",
't "CEDISMLRATCOW1ZACMEEXgNS YEwCOAus VY SHAQD YWY Y-t AwzNySCRRILOS GHEXna 1Uy 33 0D8waSBLDEVOCECOp LB T1pB1 0T 5B SEAE khiu-3vOS REQBGLISC: ¥2P_ BVFBRaLu

: 55400

: ssqoo

'BluePrismCloud IM3 JWT

¥": "C:\\Program Files (x86)\\Blue Prism\\DataProtectionKeya"

12. Launch the Internet Information Services Manager (lIS) from the Windows Start menu.

13. Inthe Connections panel, expand the Sites node and select Blue Prism - Authentication Server.
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14. Inthe Actions panel under Manage Website, click Restart.
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NET NET MET Error NET NETProfile  .NETRoles  .METTrust  .NET Users
Authorizat... Compilation Pages Globalization Levels
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> &P Default Web Site
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5

Logging

Default
Document

i

Modules

Compression

=

MIME Types

Management
=

Pages and
Controls

Directory
Browsing

Qutput
Caching

Providers ~ Session State SMTP E-mail

Error Pages Handler HTTP
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o=
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M

ISAPI Filters
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& Mo default S5L site has been
created. To support browsers
without SNI capabilities, it is
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default 551 site.
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4 Explore
Edit Permissions...
Edit Site
Bindings...
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View Applications

View Virtual Directories

Browse Website
o] Browse authentication.local
on %443 (https)

Advanced Settings...

Ready

| =] Features View || Content View

C

Limit: b

Q.

g If you have changed the user role associated with the service account as part of this process,
it is recommended that you recycle the Blue Prism API application pool to ensure the change
is applied immediately.

Configure the API to allow automatic cache population for Active Directory

domains

Population of the cache that stores the discovered Active Directory domains only occurs when a user
makes a request after the Blue Prism API| website has started on the server. This could prevent Active
Directory users from viewing data as expected in the Hub Control Room. This is due to their account not
being authorized in the Blue Prism API, while the Active Directory cache is still being populated in the

background.

To prevent this scenario, the Start Mode of the Blue Prism APl application pool should be set to

AlwaysRunning as follows:

1. Launch the Internet Information Services Manager from the Windows Start menu.

2. Inthe Connections panel, expand the Application Pools node and select Blue Prism API.

3. Onthe Application Pools page, select Advanced Settings.
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4. Inthe Advanced Settings dialog, expand General and in the Start Mode field select
AlwaysRunning.

B Intermet Information Services (IIS) Manager — m] ®
& =[G vimfe-ws » Application Pools
File View Help
Application Pools
G- 7|8 q; PP & Add Application Pool..
95 Stert Page This page lets you view and manage the list of application paols on the server. Application pools are associated with worker processes, contain one or more applications, and Set Applicatinh o) Bits:
w5 yTmf6-ws (BPDEVORS\bpdev . : .
. provide isolation smong different applications. Application Pool Tasks
1) Application Pools Advanced Settings 7 % 4
v .81 Sites Filter ~ % Go - Show All | Group by: b Start
. B iop
> @ Audit Name Status | NETCLRY,| |V (Generad . iy
> €@ Blue Prism API AT stuted | v20 NET CLR Version va.0 € Recycle..
> & Emailservice Q.NFFVZ.O o ;:d Vz‘ﬂ Enable 32-Bit Applications  True: Edit Application Pool
> &9 FileStorageApi @'NU:A'S ol ;:d :4‘0 Mznaged Pipeline Mode Integrated Basic Settings...
> @ Hue  NET v " | [Name LR Recycling..
5 @ lada £} INET w45 Classic Started  v4D
@ s D audi stated | vi0 Queue Length 1000 Advanced Settings...
> - : | start Mode AlwaysRunning | e
> €D Interact ) Blue Prism API Started  vA.D =T 2
> €D InteractRemotepi (2} Classic .NET AppPool Started 2.0 ¥ Remove
" ; Limit (percent) 0
> A Lic 2 e Started A0 - N
Limit Action NoAction View Applications
> & NotificationCenter ) FileStorageApi Started A0
@ Signalt e A Limit Interval (minutes] 5 @ e
Ding I Processor Affinity Enabled  False
@l:nsa ;:d i Processor Affinity Mask 1294967295
@I et g::d o Processor Affinity Mask (64-bit ¢ 4294967295
Ijlntwa(tR ted StartEd VJ‘B N o= Model
&L" - Mem & ;;d a0 3 Generate Pracess Model Event L
e are g dentity ApplicationPoolldentity
) NotificationCenter Started w40
e ot | van Idle Time-out (minutes) [
=39 : Idle Time-out Action Terminate v
Name
[name] The application pool name is the unique identifier for the
application peol.
. | [ Festures View [ Content viem
Ready |
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Optional configuration

Make server-based encryption keys available to the Blue Prism API

This configuration is required if you are storing your encryption schemes on the Blue Prism application
server and they need to be used by the Blue Prism API.

Add the Blue Prism application server configuration name to the config file for the Blue Prism
API

1. Open Windows PowerShell as an administrator and run the following command to decrypt the API
web.config file (by default, this is located in C:\\Program Files (x86)\Blue Prism Limited\Blue Prism
API):

C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe -pdf "appSettings"
"C:\Program Files (x86)\Blue Prism Limited\Blue Prism API"

2. Once decrypted, open the APl web.config file in a text editor and in the <appsettings> section,
find the "BPServerConfigName" key and enter the name of your Blue Prism application server
configuration in the value parameter.

@ This is the name that is set when configuring the application server. The first time the
application server is configured, the configuration name is Default, but this can be changed if
required.

<configuration>

<appSettings>
<clear />
<add key="webpages:Version" wvalue="3.0.0.0" />
<add key="webpages:Enabled" wvalue="false" />
<add key="ClientValidationEnabled" value="true" />
<add key="UnobtrusiveJavaScriptEnabled" value="true" />
<add key="DocumentProcessing.ResultQueue.Password" values="" />
<add key="MaxItemsPerPage" value="1000" />
<add key="SessionLogs.MaxResultTextLength" value="100" />
<add key="Authorization.Audience" value="bp-api"/>
<add key="Swagger.Enable" wvalue="false" />
<add key="CreateWorkQueueItems.MaxRequestsInBatch" value="100" />
<add key="CreateWorkQueueItems.MaxStatusLength" wvalue="255" />
<add key="CreateWorkQueueItems.MaxTagLength" wvalue="255" />
<add key="ConnectionName" value="CONNECTION NAME" />
<add key="ServerName" value=“SERVER_NBME“ />
<add key="DatabaseName" value="DATABASE NAME" />
<add key="DatabaseUsername" value="DATABASE USERNAME" />
<add key="DatabasePassword" value="DATABASE PASSWORD" />
<add key="UsesWindowAuth" wvalue="USE WINDOWS AUTH" />
<add key="BPusername" value="BP_USERﬁAME" />
<add key="BPpassword" value="BP PASSWORD" />
<add key="BPServerConfigName" value="Default"/>

</appSettings>

3. Open Windows PowerShell as an administrator and run the following command to re-encrypt the
APl web.config file:

C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe -pef "appSettings"
"C:\Program Files (x86)\Blue Prism Limited\Blue Prism API"
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The next steps depend on whether the Blue Prism API and Blue Prism application server are running on
the same machine or not:

® The Blue Prism APl and Blue Prism application server are running on the same machine

® The Blue Prism APl and Blue Prism application server are running on different machines
The Blue Prism APl and Blue Prism application server are running on the same machine

1. Grantread permission on the Automate.config file to the user that the Blue Prism APl application
pool is running under:

a. Locate the Automate.config file (C:\\ProgramData\Blue Prism Limited\Automate V3), right-
click the file and select Properties.

b. On the Security tab, click Edit.

c. Inthe Permissions dialog, click Add.

d. Inthe Select Users or Groups dialog, enter the identity the application pool is running under,
for example, if running the application pool under the application pool identity enter IS
AppPool\AppPoolName. The AppPoolName is the name of your Blue Prism APl application
pool, for example IIS AppPool\Blue Prism API (unless changed after the initial install of the
API).

e. Click Check Names and then OK.
f. In the Permissions dialog, select the Read option and click Apply.

2. If storing encryption keys in external BPK files, grant read permission to these files to the user that
the Blue Prism API application pool is running under:

a. Browse to the location of the encryption keys, right-click the BPK file and select Properties.
b. On the Security tab, click Edit.

c. Inthe Select Users or Groups dialog, enter the identity the application pool is running under,
for example, if running the application pool under the application pool identity enter IIS
AppPool\AppPoolName. The AppPoolName is the name of your Blue Prism API application
pool, for example IIS AppPool\Blue Prism API (unless changed after the initial install of the
API).

d. Click Check Names and then OK.

e. Inthe Permissions dialog, select the Read option and click Apply.
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3. If the Automate.config file is certificate encrypted, grant read access to the private keys of the
encrypting certificate to the user that the Blue Prism API application pool is running under:

a. From the Windows Start menu on your web server, launch Manage computer certificates.
b. Navigate to Personal > Certificates and locate the Blue Prism API certificate.

c. Right-click the certificate and select All Tasks > Manage Private Keys.

o

In the Permissions dialog, click Add.

e. Inthe Select Users or Groups dialog, enter the identity the application pool is running under,
for example, if running the application pool under the application pool identity enter IIS
AppPool\AppPoolName. The AppPoolName is the name of your Blue Prism API application
pool, for example IIS AppPool\Blue Prism API (unless changed after the initial install of the
API).

f. Click Check Names and then OK.
d. Inthe Permissions dialog, select the Read option and click Apply.

h. Inthe Internet Information Services (IIS) Manager, right-click the Blue Prism API application
pool and select Recycle.

The APl is now configured to read the private keys.

@ Alternatively, you can apply the permission to the folder which contains the files.

The Blue Prism APl and Blue Prism application server are running on different machines

1. Copy the Automate.config file from the machine on which the Blue Prism application server is
installed and configured to the following location %PROGRAMDATA%\Blue Prism
Limited\Automate V3 on the machine on which the APl is running.

2. Grantread permission on this copy of the Automate.config file to the user that the Blue Prism API
application pool is running under, as outlined above.

3. If storing encryption keys in external BPK files, copy the BPK files from the Blue Prism Server
machine to the same location on the machine on which the APl is running.

4. Grantread permission on these copied BPK files to the user that the Blue Prism API application
pool is running under, as outlined above.

5. If your Automate.config file is certificate encrypted, export the encryption certificate from the
machine on which the Blue Prism application server is running, and import it onto the machine on
which the APl is running.

To export the encrypted certificate from the Blue Prism application server machine:
a. Login as an Administrator.
b. From a command prompt or the run menu enter "mmc".

c. Open your Local Computer certificates (click File > Add/Remove Snap-in... > Certificates >
Computer account > Next > Local computer > Finish > OK).

Navigate to Certificates (Local Computer) > Personal > Certificates.

Right-click the certificate you want to export and select All Tasks > Export > Next.
Select Yes, export the private key then Next.

Select the PKCS#12 option.

Select Include all certificates in the certification path if possible.

5> Q@ -~ 0 O
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i. Select Export all extended properties.

j. Click Next.

k. Provide a password for the private key if you are prompted.

I. Give the file a meaningful name, for example as certname.pfx, and save it somewhere safe.
To import the encrypted certificate onto the machine on which the Blue Prism APl is running:

a. Copy the file you exported to the machine on which the APl is running. The *.pfx file is in
PKCS#12 format and includes both the certificate and the private key.

b. From a command prompt or the run menu enter "mmc".

c. Open your Local Computer certificates (click File > Add/Remove Snap-in... > Certificates >
Computer account > Next > Local computer > Finish > OK).

Navigate to Certificates (Local Computer) > Personal > Certificates.

Right-click the certificate you want to export and select All Tasks > Import > Next.
Click Browse to select the certificate from the saved location.

Click Next.

Specify the certificate store where you want to place the certificate, and click Next.
i. Click Finish.

6. Grant read access to the private keys of this imported certificate to the user that the Blue Prism API
application pool is running under, as outlined above.

5 Q@ -~ 0 O

g, If any changes are made to the encryption keys on the machine on which the Blue Prism
application server is running, you will need to make sure these are copied across to the
machine on which the Blue Prism APl is running.

7. In the Internet Information Services (lIS) Manager, right-click the Blue Prism API application pool
and select Recycle.

The APl is now configured to read the private keys.

g, If any changes are made to the server encryption schemes that the application server uses, or to the
certificate used to encrypt the config file, then you will need to carry out all these steps again.

Enable Swagger Ul

To enable interaction with the Blue Prism API, Swagger Ul has been included alongside the Blue Prism
APl install. Swagger Ul is disabled by default, and must be enabled should an administrator want users
to interact with the Blue Prism APl using this tool.

To enable the Swagger Ul:

1. Decrypt the APl web.config file (located in C:\\Program Files (x86)\Blue Prism Limited\Blue Prism
API) by running run Windows PowerShell as an administrator and using the following command:

C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe -pdf
"appSettings" "C:\Program Files (x86)\Blue Prism Limited\Blue Prism API"

2. Once decrypted, open the APl web.config file and change the Swagger.Enable property to true.
This property is set to fa1se by default.
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3. Re-encrypt the APl web.config file by running Windows Powershell as an administrator and using
the following command:

C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe -pef
"appSettings" "C:\Program Files (x86)\Blue Prism Limited\Blue Prism API"

4. Launch the Swagger Ul using a link in the format:

https://[hostname]:[portnumber]/swagger/ui/index, for example
https://bpapi.local:443/swagger/ui/index.

Generate a self-signed SSL certificate for non-production environments

£. Self-signed certificates can be used but are only recommended for POC \ POV \ Dev environments,
and not production environments. It is recommended that you contact your IT Security team for
guidance on obtaining an appropriate certificate.

To generate a self-signed certificate:
1. Run PowerShell as an administrator on your web server and use the following command, replacing

[Website] and [ExpiryYears] with appropriate values:

New-SelfSignedCertificate -CertStoreLocation Cert:\LocalMachine\My -DnsName "
[Website].local" -FriendlyName "MySiteCert[Website]" -NotAfter (Get-Date).AddYears
([ExpiryYears])

For example:

New-SelfSignedCertificate -CertStoreLocation Cert:\LocalMachine\My -DnsName
"blueprismapi.local™ -FriendlyName "MySiteCertAPI" -NotAfter (Get-Date).AddYears(10)

This example creates a self-signed certificate called MySiteCertAPl in the Personal Certificates
store, with blueprismapi.local as the subject and is valid for 10 years from the point of creation.

~ation. All rights reserved.
Try the new cross-platform Powershell https://aka.ms/pscore6
PS C:\WINDOWS\system32> New-SelfSignedCertificate Cert:\LocalMachine\My

(Get-Date).Addyears(1@)

PsParentPath: Microsoft.Powershell.security\Certificate::LocalMachine\My

Thumbprint Subject

9EF1A113B765CB 306229C  CN=blueprismapi.local

2. Open the Manage Computer Certificates application on your web server (type manage computer
into the search bar).
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3. Copy and paste the certificate from Personal > Certificates to Trusted Root Certification >
Certificates.

This is to comply with the requirement for SSL certificates to be trusted when used with a website.

& corim - [Certificates - Local Computer\personahCertificates] = X
File Acion View Help

e« |zm 2 B

=] Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem...
v [ Personal 2,11b7410fd-9841-417-99ba-7284..  39a68ba3-fde5-4e04-bcd8-bd6770..  6/29/2120 <All> <None>

| Certificates
> [ Trusted Root Certification Authorities
> [ Enterprise Trust
> Intermediate Certification Authorities

‘Zﬂ 1cc95ffb-3da0-49cd-8995-f8057..  39a68ba3-f4e5-4e04-bcd8-bd6770..  11/27/2119 <All> <None>
ol bl i ilocal i ilocal 4/23/2031 Client Authenticatio..  MySiteCertAP|
2] ca70b1dc-1fa7-454d-bd71-43fbf.. 39a68ba3-f4e5-4e04-bcd8-bd6770..  6/15/2120 <All> <None>

Add the APl URL to the Hub database connection

If you want to use the browser-based Control Room plugin in Hub, you must add the APl URL to the Hub
database connection.

The Blue Prism API powers the browser-based Control Room within Blue Prism Hub. To ensure the
Control Room can retrieve information from the environment, the APl location needs to be defined within
Hub's Environment management. Blue Prism Hub Control Room will then utilize the API to retrieve data
and trigger actions initiated through the Control Room. When logged into Hub, you will have the same
permission within Control Room as you do in Blue Prism Enterprise.

1. In Blue Prism Hub, click your profile icon to open the Settings page, and under Platform
Management click Environment management.

‘ g, Only administrator users will have access to this option.

2. On the Environment management page, click the Edit icon on the database connection that you
would like to update.

The Edit connection page displays.
3. Enter the URL under the API configuration section.

£, You must enter the full URL including the protocol, such as, http:// or https://. For example:
https://bpapi.yourdomain.com

4. Click Save.

5. On the Environment management page, click the refresh icon on your updated connection. This
updates the information in Hub with the digital workers and queues held in the database.

For more information, see the Hub Environment management guide.
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Silent installation and configuration

/1 Downloading and installing any of the Blue Prism® components, including by silent installation via
command line, means that you accept the End User License Terms.

The installation and configuration of the Blue Prism API can be scripted using the commands below in
PowerShell. To perform a silent installation, you must have administrator access to the web server.

g, When using the Blue Prism APl installer wizard you can validate information that you have entered
into text fields by clicking buttons in the wizard. There is no validation when performing a silent
install. Entering any incorrect parameters could result in a broken web server. It is recommended
that you take a snapshot of the machine as a backup before running the script.

Intended audience

This topic is for IT professionals competent in:
® Editing and running scripts
® Using PowerShell
* Debugging

Prerequisites

All of the prerequisites for a regular Blue Prism APl installation are also applicable to a Blue Prism API
silent installation. For information on installing the required software, see Blue Prism API prerequisites on
page 5.

Blue Prism API silent installation parameters

During the silent install, the following options need to be set:

Component Description

API_IIS_HOSTNAME The name under which the APl will be hosted.

API_IIS_PORT The port on which the API will listen for connections.
?iI_SSL_CERTIFICATE_ The thumbprint of the SSL certificate.

API_SQL_SERVER The hostname of the SQL server hosting the Blue Prism database.
API_SQL_DATABASE_ The name of the Blue Prism database.

NAME

API SQL AUTH MODE SQL authentication mode. O - Windows Auth; 1 - SQL Auth.

If ~p1 son AuTH MODE is setto 1 the following details also need to be
supplied:

APT_SOL_USERNAME  Username to access the Blue Prism database.

APT_SOL _PASSWORD  Pgssword to access the Blue Prism database.

If required, you can change the destination folder for the installation using the option 1NSTALLDIR.
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Example script
The following script will:
® Use the BluePrismAPI-7.3.0.msi
* Install the API to D:\BPAPI to listen on bpapi.example.com:4343
* Use the certificate thumbprint E3AEFC6DCB900469E1E6288202B12DA3BD1EDD4D

® Use the RPA database on sqgl.example.com, with SQL authentication, using the sa account and
password SQLP@sswOrd

msiexec /i BluePrismAPI-7.3.0.msi /qn INSTALLDIR='D:\BPAPI' API_IIS HOSTNAME=bpapi.example.com
API_IIS_PORT=4343 API_SSL_CERTIFICATE_ID=E3AEFC6DCB900469E1E6288202B12DA3BD1EDDAD API_SQL_
SERVER=sql.example.com API_SQL_DATABASE_NAME=RPA API_SQL_AUTH_MODE=1 API_SQL_USERNAME=sa API_SQL_
PASSWORD=SQLP@sswerd

Blue Prism API configuration scripts

Following the installation of the Blue Prism API, the required configuration of the IIS application pool and
the SSL certificate can be carried out with PowerShell. Before running these commands, the
WebAdministration module must be loaded in the session with:

Import-Module -Name WebAdministration

Configure IIS application pool for Windows Authentication access to database

Configure IIS application pool for Windows Authentication access to database with the following
command. Replace NAME and PASSWORD with the appropriate values of a user who has access to the
Blue Prism database.

Set-ItemProperty -Path 'IIS:\AppPools\Blue Prism API\' -Name processModel -Value @
{userName="NAME'; password="PASSWORD'; identityType='SpecificUser'}

‘g This command must run as a single line with no breaks.

Configure SSL certificate to read private keys

To configure the certificate, run the following script, replacing THUMBPRINT with the thumbprint of your
Blue Prism API certificate:

$Cert = Get-Item -Path Cert:\LocalMachine\My\THUMBPRINT

$UniqueName =
[System.Security.Cryptography.X509Certificates.RSACertificateExtensions]::GetRSAPrivateKey
($Cert) .Key.UniqueName

$KeyPath = "$env:PROGRAMDATA\Microsoft\Crypto\Keys\$UniqueName"

$Acl = Get-Acl -Path $KeyPath
$Acl.AddAccessRule([System.Security.AccessControl.FileSystemAccessRule]::new('IIS AppPool\Blue
Prism API', 'Read', 'Allow'))

et-Acl -Path $KeyPath -AclObject $Acl
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