3 blueprism Data Sheet

Audit Actions and Events

This topic lists the actions and events that are written to the Blue Prism audit log. The events are split into
the appropriate area of Blue Prism, also reflected by the letter prefix of the event number.

The information in this document is to be used in conjunction with the Operational Audit Overview data

sheet.
Login

LOO1 | Login

L002 | Logout
User

uoo1 User created

U002 User deleted

uoo3 User cloned

U004 User password reset

Uoo5 User renamed

U006 User roles and/or permissions updated
uoo7 User password expiry date changed
uoos8 User account expiry date changed
U009 User account unlocked
Process

P0O01 Process created

P002 Process deleted

P003 Process cloned

P004 Process updated

P005 Process unlocked

P006 Process imported

P0O07 Process exported

P009 Process attributes updated

P010 Process dependencies refreshed
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Business object

B001 Business object created

B002 Business object deleted

B003 Business object cloned

B004 Business object updated

B005 Business object unlocked

B006 Business object imported

B0O7 Business object exported

B009 Business object attributes updated
B010 Business object dependencies refreshed

System configuration

S001 Resource archive settings updated

S002 System license key updated

S003 User role configuration updated

S004 Single sign-on configuration updated

S005 Design control configuration updated

S006 Password constraint settings updated

S007 Named user ran a report

S008 MI Reporting configuration updated

S009 Unicode session logging option updated
S010 Default encryption scheme updated

S011 Resource registration mode updated

S012 Prevent resource registration setting updated
S013 Require secured resource connection setting updated
S014 Allow anonymous resources setting updated
S015 System setting updated

S016 Ssession logs exported

S017 Audit log exported

S018 Group level access rights updated

S019 Archive lock manually released

S020 Scheduler settings updated

S021 Session management enforces permissions of controlling user setting updated

Web connection settings

WS01 ’ Default connection settings updated
WS02 ’ Web connection setting deleted
WS03 | Web connection setting added
WS04 | Web connection setting updated
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Package
E001 Package created
E002 Package updated
E003 Package deleted
E004 Release created from a package
E005 Release of a package imported
E006 Release imported, creating a new package
E007 Component imported
Object
0001 ’ Object added
0002 ’ Object deleted
0003 | Object updated
0004 | Object configured
Resource
R0O01 Attribute updated
R002 Resource added to pool
R003 Resource removed from pool
R004 Pool created
R0O05 Pool deleted
Calendar
Co01 ’ Calendar created
C002 ’ Calendar deleted
€003 | Calendar updated
Schedule
T001 Schedule created
T002 Schedule retired
T003 Schedule deleted
T004 Schedule updated
T005 Task added to schedule
T006 Task removed to schedule
T007 Schedule task updated
T008 Process added to a scheduled task on a named resource
T009 Process removed from a scheduled task on a named resource
T010 Schedule manually triggered
T011 Schedule instance disabled
T012 Schedule retired
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Work queues

K004

Qo001 Queue created

Q002 Queue updated

Q003 Queue deleted

Q004 Item in queue manually marked as an exception
Q005 Item manually unlocked from a queue

Q006 Processed items deleted from a queue

Qoo7 Data exported from a queue

Q008 Forced retry of items in a queue

Q009 Queue imported

Q010 Data and time of an item manually deferred in a queue
Fonts

FO01 ’ Font created

F002 ’ Font deleted

F003 Font updated

F004 Font updated and renamed
Key store

K001 ’ Encryption scheme created

K002 ’ Encryption scheme deleted

K003 | Encryption scheme updated

|

Encryption scheme updated and renamed

Credentials

A001 ’ Credential created
A002 | Credential deleted
A003 ’ Credential updated
A004 | Credential updated and renamed

Dashboards and tiles

D001 Dashboard created

D002 Dashboard updated

D003 Dashboard deleted

D004 Tile create

D005 Tile updated

D006 Tile deleted

D007 Dashboard set as home page
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Groups
G001 Group created
G002 Group renamed
G003 Group deleted
G004 Group moved
G005 Group copied

Environment locks

HO01 | Environment lock unlocked

Environment variables

EVO1l ’ Environment variable created

EV02 Environment variable deleted

EV03 Environment variable modified
Skills

SK01 | Skill enabled setting updated

Session logs

ARO1 | Session log archived
AR02 ’ Session log deleted
ARO03 | Session log restored

Data Gateways

DPO1 Data Gateways configuration created

DP02 Data Gateways configuration updated

DP03 Data Gateways settings updated

DP04 Send interval of published dashboard updated
DPO5 Data Gateways output configuration created
DP06 Data Gateways output configuration updated
DPO7 Data Gateways output configuration deleted

Work queue analysis

WQo1 | Work queue snapshot configuration created
WQO02 ’ Work queue snapshot configuration updated
WQO03 | Work queue snapshot configuration deleted
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