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Bring your own storage/customer-side
compatibility and configuration

The Blue Prism Cloud Data Vault & Partitioner solution gives RPA Developers and key operational
stakeholders an automated solution to mitigate common issues encountered with the accumulation of
Session data within the Blue Prism product database, hosted within Blue Prism Cloud. The solution
primarily focuses on maintaining the session logs and work queue items and is being continuously
developed to enhance and extend its operational effectiveness. This is accomplished through the use of
an Azure Data Lake to transfer the archival data to a cost-effective columnar file format (Apache
Parquet), with older session log entries being purged from the primary Blue Prism database routinely in
order to maintain the database size.

As a secondary purpose, the solution also offers key stakeholders the ability to directly access and
interrogate a synchronized copy of that archival data, for the purposes of Bl reporting.

The solution is deployed in alignment with Blue Prism Cloud’s SOC 2 verified data segregation and
integrity policies. No resources are shared between customer subscriptions or accounts and data is
effectively secured at all transit stages.

This article aims to empower Blue Prism Cloud consumers to enhance the security of their product data,
through the utilization of their own Azure Data Lake. For this, the guide can be used to deploy and
configure an Azure Storage Account that's compatible with the Blue Prism Cloud deployment.

Intended audience

This guidance affects all stakeholders of the Blue Prism Cloud-hosted solution. Affected roles may
include:

* RPA Developers

® Technical Architecture

® |T Operations

* [T Security, Compliance and Governance

®* Database Administrators

Prerequisites

Before embarking on the setup and configuration of your Data Lake Storage Gen2 equivalent, ensure you
have the following pre-requisite knowledge, experience, and tools in place:

* Microsoft Azure tenant & sufficient access — Ensure that you have access to a Microsoft Azure
tenant and an associated account with sufficient permissions to create & configure resources

¢ Deployment location confirmation — Your Azure storage will require geographical/regional parity
to your BPC instance. If you don’t know your BPC platform’s region (as elected on the Platform
Config Form), please reach out to BPC support via emailing cloudsupport@blueprism.com, or via
our support portal portal.blueprism.com.
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Deploying and configuring your BPC-compatible data lake

Via the Microsoft Azure Ul

Any mandatory configuration for compatibility will be suffixed with an emboldened asterisk: *

1. Log into the Microsoft Azure portal
a. Access the Azure Portal and authenticate with your Azure account credentials.

b. If applicable, navigate to your selected Azure tenant, within which you wish to deploy the
resources.

2. Create new resource

a. Initiate the process by selecting Create a resource from the hamburger menu in the Azure
Portal.

b. Inthe search bar, locate and select Storage account and click Create.

Microsoft Azure £ Search ref

Marketplace

Get Started
storage
Service Providers
[] Azure services only
Management
Showing 1to 20 of 2 ults for 'storage’.

Private Marketplace
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Storage account IBM Storage Virtualize for
My Marketplace Public Cloud

Microsoft IBM Storage Software
Favorites
‘Azure Service Azure Application
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Cloud
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Create Create v

Storage (1245)
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3. Configure the storage account.
a. Provide essential details, including a unique name for your storage account.*

b. Choose the appropriate subscription — either create a new or select an existing resource
group.
c. Specify the following configuration items:
® Region — As noted by your Blue Prism Cloud support rep (see pre-requisites)*.

* Performance — Standard or Premium.
® Account kind — StorageV2 - general-purpose v2*.

* Replication method and access tier — Hot or Cool.

Create a storage account

Basics Advanced Networking Data protection Encryption Tags Review

s durable, scalable, and
zure Queuves, and Azure

Project details

bscription in whic eate the new storag tC ew or existing resource group to organize and
r storage account er with other resour

Subscription

JUrce group

Instance details

Storage account name (3D bpcarchivedemo
Region (D (Europe) UK South
Performance ) Standard: Recommended for mast scenario eral-purpose v2

) Premium: Recommended for scenarios that require low late

Redundancy (D Locally-redundant storage (LRS)
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4. Configure the advanced settings*:
a. Navigate to the Advanced tab.

b. Enable the Hierarchical namespace option, crucial for unleashing the advanced features of
Azure Data Lake Storage Gen2*.

Create a storage account

E Advanced Metworking Data protection Encryption Tags Review

Certain options have been disabled by default due to the combination of storage account performance, redundancy, and
region.

Security
Configure security settings that impact your storage account.

Require secure transfer for REST API
operations ()

Allow enabling anonymous access on |—|
individual containers (3) L

Enable storage account key access (i)

Default to Microsoft Entra authorization in —,
the Azure portal (O |—|

Minimum TLS version (O Version 1.2

Permitted scope for copy operations

S From any storage account
(preview) =

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates
big data analytics werkloads, and enables access contrel lists (ACLs)

Enable hierarchical namespace
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5. Review and create your BPC Azure Data Lake:
a. Thoroughly review the configured settings to ensure accuracy.

b. Click Review + create followed by Create to initiate the deployment of your Azure Data Lake
Storage Gen2 account.

Create a storage account

Encryption

Ermab 3 CL R BTN - LN g

Frabie INFMMITUCTs e SNCTyRCon

Commercial in Confidence Page 5of 11

© 2024 Blue Prism Limited.



Blue Prism Cloud Bring Your Own Storage
‘ bl Uepl’lsm Deploying and configuring your BPC-compatible data lake

Via ARM

Alternative to using the Microsoft Azure Ul to deploy the resources, the following example JSON
template creates an Azure data lake storage Gen2, compatible with the BPC deployment.

Code snippet for ARM deployment

{
"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"storageAccountName": {
"type": "String",
"metadata": {
"description”: "Name of the Azure Data Lake Storage Gen2 account."
}
¥
"location": {
"type": "String",
"metadata": {
"description"”: "Location given by BluePrism for your DatalLake."
}
s
"sku": {
"defaultValue": "Standard_LRS",
"allowedValues": [
"Standard_LRS",
"Standard_GRS",
"Standard_RAGRS",
"Standard_ZRS"
1,
"type": "String",
"metadata": {
"description”: "Specifies the desired replication for the storage account.”
}
}
¥
"variables": {
"storageAccountId": "[resourceId('Microsoft.Storage/storageAccounts', parameters
('storageAccountName'))]"
¥
"resources": [
{
"type": "Microsoft.Storage/storageAccounts”,
"apiVersion": "2021-04-01",
"name": "[parameters('storageAccountName')]",
"location": "[parameters('location')]",
"sku": {
"name": "[parameters('sku')]"
s
"kind": "StorageV2",
"properties”: {
"supportsHttpsTrafficOnly": true,
"isHnsEnabled": true
}
}
1,
"outputs": {
"storageAccountId": {
"type": "String",
"value": "[variables('storageAccountId')]"
}
}
}
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Deploy the template using the Azure portal

There are multiple ways in which the JSON template can be used to deploy the applicable resources,
including automated methods such as enrolling the template into your own deployment pipelines, or
using a PowerShell script.

For the purpose of this walk through, we will specify how to deploy the template using the Microsoft
Azure Ul.

The Microsoft Azure portal can be used to deploy the above JSON, via the following method:

1. Inthe Azure portal, search Deploy a custom template.

~ deploy a X
All Services (99+) Marketplace (9) Documentation (99+) Microsoft Entra ID {9) Resources (0)

Resource Groups (0)

Services

8 Deploy a custom template [ | Activity log

I

2. Select Build your own template in the editor. In here you are able to paste the template.

Custom deployment

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Create or
select a template below to get started. o

Common templates

+

Start with a quickstart template or template spec

Template source Quickstart template

) Template spec

Quickstart template (disclaimer)
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3. Save the template.

]
]

OUTpUES™: |

4. Enter the region parameter values from the information provided by our support team and click
Review and create.

& Nowl D
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5. Review the deployment to assure accuracy and compliance to the BPC values and when happy,
click Create.

Roview + Creals

Standard_LRS

You should now have a BPC Data Vault and Partitioner solution compatible storage account.

Acquire and share your SAS token
A Shared Access Signature (SAS) token grants secure, limited access to an Azure Storage account.

For ease of access and collaboration, please follow these steps to create and securely share your SAS
token:

Your SAS token should have an expiration date, no less than 1 year from generation.
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1. Find your SAS URI: Identify your Data Lake Storage Gen2 storage account which you previously
created.

2. Access Storage Account Settings:
a. Open the details page of your Data Lake Storage Gen2 account.

b. Navigate to Security + networking from the left-hand menu and select Shared access
signature in the Security + networking pane.

Activity log

Tags

Diagnose and solve problems
Access Control (LAM)

Data migration

Events

Storage browser

Data storage

B containers

.M File shares

m Queues

i Tables

Security + networking
Metworking
Access keys
Shared access signature
Encryption

Microsoft Defender for Cloud
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3. Generate Your SAS URI:
a. Click Add to create a new shared access policy.

b. Enter a descriptive name, for example Archive-Access, and specify permissions, ensuring
comprehensive access (Read, Write, and Delete). For example:

c. Enter start/expiry times that should be at least (1 year) and avoid IP restrictions.
d. Click Generate SAS and connection string to create the URI.

4. Securely Copy SAS URI:
a. Copy the generated SAS URI securely and transmit it to our Blue Prism Support team. You

can do this by email or by logging a ticket on our support portal.

The URI should contain the following: https://{your_storage_account_
name}.dfs.core.windows.net/<path>/<file_name>?<SAS_token>

Next steps

After the SAS token has been generated and securely transmitted to our support engineers, we will
continue to work with you via your aligned support representative to establish the link between

resources.
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